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/DeepFlow HNHEMAZET

Northbound Integrations

Skywalking ' ¢® ertetemetry 15 Grafana gPrometheus %kafka

I

Any Tag: service, instance,

endpoint, ... DeepFlOW
(: Consul (©) Eureka Observability with Automation
kubernetes Storage options
aws = a X)) Contr‘olleﬁ Querier
e () & e e .
@'e,BPF Agent — Server — | ClickHouse

Any Stack: application,
infra, ...

«
—Tm J:a::\;g) ? python
Qenvoy NGINX & redis
“mysae &kafka NMQTT

Labeler Ingester (—) SLS

mgTr‘acing

Southbound Integrations

&\ SENTRY Skywalking 65 Telemetry gPrometheus @ telegraf STATSI] promtail
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(R EEINLRATMAE  DeepFluw

AutoMetrics: Hal{LRIE&kERETER. &E=REMKH
Integration: EZh{LEY Prometheus. Telegraf £

AutoTracing: HIMLRISHEAKIERR
Integration: EZI{LEY OpenTelemetry. SkyWalking £ERX
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1 AutoMetrics:

2 Integration:
3 AutoTracing:

4 Integration:

B EkiEsEI R, £E=EEXR
BE11LEY Prometheus. Telegraf £k

BEtay s miE R B ER

BB OpenTelemetry. SkyWalking £ERK
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v
LEFTIRT

K8s-Cluster
DeepFlow Backend
grafana (deployment)
tracing (api)
DeepFlow Frontend
deepflow-agent (daemonset) deepflow-app (deployment) metrics/logging (sql)
/ \\
get resource & label control & data sql
k8s apiserver —:m deepflow-server (statefulset)
clickhouse (statefulset) mysql (deployment)
' AVA =2 == =A
DeepFl:w R SER T 2 LA 2 BB zEERAINESZS
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helm install deepflow -n deepflow deepflow/deepflow --create-namespace

https://deepflow.yunshan.net/docs/zh/install/single-k8s/# % -deepflow

DeepFlsw’ BB zEERAINESZS
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« All-in-One WUEFE .  BEESRSEE

- AIEEA K8s HE - ERRESE
WKiEgi K8s HE - KERE Kss £
flow-server
Legacy Host K8s Cluster Cloud Host
Self-hosted/Managed Self-hosted/Managed
K8s Cluster K8s Cluster

o https://deepflow.yunshan.net/docs/zh/install/overview/ ) N
Deepfl:w BHBRN ZEREAWURSZS
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88 MetaFlow Templates v1 / Application - K8s P

cluster Al v

30 req/s

20 req/s

10rea/s

Oreq/s

= skywalking-0ap-855f9cfff4-sddcq 21

metaflow-grafana-5f49¢5dd76-9gv98 60

= frontend-56855cb48-zkrpq 21

Pod name

otel-agent-bqctc
svc-item-57dd56b54b-fhbp9
svc-item-76b55d95b7-28kc2
nacos-0

nacos-0

svc-order-8696d85f9b-5d75q

All v

Request

n

ubbo”

348 req/s

ysaL. Red

Server error

205req/s " 31Areq/s = metaflow-server-0 60
0317req/s 468 req/s 303 req/s = metafiow-server-120
157req/s  215req/s 243 req/s = metaflow-grafana-5f49c5dd76-9gv98 20

BaENRI T iRy

prometheus-kube-state-metrics-748fc7f64-75sx9

metaflow-app-84985bd756-4z9vb
metaflow-grafana-5f49c5dd76-9gv98

svc-order-d8f7fdd7f-nk8c4

web-shop-6f97c6b768-2g9cz
metaflow-server-0
metaflow-clickhouse-0
otel-agent-9fxn5

metaflow-server-0
metaflow-grafana-5f49c5dd76-9gv98
metaflow-server-0

frontend-56855cb48-zkipq

travale R T7REAQRSAS L Trin

85cd-qniwé

ocol
Rest
HTTP
HTTP
HTTP

s BR%.
Rest

HTTP

HTTP

HTTP

HTTP2

HTTP

HTTP

HTTP2

HTTP2

Rest

Rest

HTTP

HTTD

BED, B

Pod List
Resquest
0req/s
405 req/s
409 req/s
506 req/s
K8s~Label
124 req/s ’
0req/s
16 req/s
12.2 req/s
180 req/s
355 req/s
291 req/s

876 req/s

10 req/s
00351 req/s
0216 req/s
128 req/s

78R ran/c

CREERRSIR AR RED JEAR

Islsl 1620
= Jtel-agent-0fin5 1 S

0% 0143% 3%
0% 0267% 3%

= otel-agent-bactc 1

= metaflow-server-120

Client error

B Oy it

FEE>TN -

., BELRE

Last 1 hour

=]

Latency

1 \ 1635 1640 1645 1650 1655  17:00
\ ° Min Mean  Max
1M6ps  279s 1505

323ps  370s  110s
229ms 642ms 4665

atency v




6 % MetaFlow Templates v1 / Application - K8s Pod Map # <2 = e B Last1 hour o
>
Q cluster  All v namespace metaflow v workload  metaflow-server v @ ‘
oo Help doc
[=[=]
Eng SRS
®
v Show Client
9 Pod Map Request
0006000 00000 0 0 = £ _ ,
10.50Y1:5172.20§05.2380.33.40.16210.3340.16nglMoui-app T 220,58.95 172.20,56%6,102308172.20.10.23203340.163  0.0.0.0 10132.10.18310.32.10.163 1720 17:25 17:30 1735 17:40 17:50 1755 18:00 1805 1810 1815
e Min Mean Mas
/ == metaflow-grafana-5f49c5dd76- Qg#ﬁ ) metaflow-server-0 20 333 mb/s 163 mb/s 283 mb/s
H I I I 1/2/5\ : DUbe\ MySQL\ REdlS\ a\ MQI S[~ar DNS\ ooo
5b/s \
e ob/s » e —— = ¥ AN - T,
17:20 1725 17:30 1735 17:40 17:45 17:50 17:55 18:00 18:05 18:10 1815
festure-610-08- b e feature-610-08- Min - Mean - Mex
01-zhuofeng, 02-zhuofeng == metaflow-grafana-5f49c5dd76-9gv98 (deleted) metaflow-server-0 20 Ob/s Ob/s Ob/s
Latency
e metaflow- e .
flow-app- grafana. '“‘r;;‘a:’a —— D - s
& 93'5; & > ’i’d, 7 730 7 17:40 55 lson 18:05 18:10 18:15
! ' N ' Min Mean Max
— N < 0. g metfio N 3y S6b/s  184kb/s  461Mb/s
Latency
Client se Request Client error Latency v
- metaflow-server-1 HTTP 0 req/s 0%
- metaflow-server-1 HTTP 0.0333 req/s 0 0% 6 ms
- metaflow-server-1 HTTP 0.367 req/s 0%
- metaflow-server-0 HTTP 0.100 req/s 0% 401 ms
metaflow-grafana-5f49¢5dd76-j47hz (deleted) metaflow-server-0 HTTP 0.0898 req/s 390 ms
10.33.40.161 metaflow-server-0 Rest req/s - - 326 ms
& v Show Server ,
O Pod Map Request
. 5b/s — .‘...."‘\‘<‘..‘.'<
1 Ve
0 Ob/s ® 7 e e e TS . O e = L - A
A hetafigu- metaflod 17:55 18:00 1805 1810
@ j serverd - server- ;




{3 83 MetaFlow Templates v1 / Network-K8s Pod ¥ <3 = AB B — e B @ Last2 hours =]
>
Q cluster  All v namespace  All v workload  All v a ‘ H ,
I oo lelp doc
[=[=]
English doc | #13
@
Throughput (bps) Retrans rate TCP conn. establishment fail rate TCP conn. establishment latency
4%
15Mb/s
LS = Lz L}
10 Mb/s % 1 I Y
Y > > > > NS
5Mb/s % )
ob/s e, . e E e 0% Rl AL Mo Al [\ LA VAV AL BV 0% 73 Olis ser—e-r—ao Lo sie—e LA
1530 1545 1600 1615 1630 1645 1700 1715 1530 1545 1600 1615 1630 1645 1700 1715 1530 1545 1600 1615 1630 1645 1700 1715 1530 1545 1600 1615 1630 1645 1700 1715
Min Mean~  Max Min Meanv A Min  Mean+ Min  Mean~
metaflow-server-0, pod-bps 228Kb/s 7.46Mb/s 108 Mb/s taflow-grafana-5149c5dd76-9gv98., pod-Avg _ratio) 0% 0452% 3 == discountsv1-509ddB4ScoiBvrl, pod-Avg(tcp.establish fail ratio) 0% 96a% metaflow-grafana-5149c5dd76-9v98., pod-Avg(tt) 363ps 113ms 464ms
metaflow-clickhouse-0, pod-bps 262Kb/s 525Mb/s 152 Mb/s SVC item 76055095b7-28kc2. pod-Avg(etrans_ratio) 0% 0m48% 0 10k, pod-Avg(tcp_establish fail ratio) 714% 7.68% == webshop-7B6B195095-dgtdr. pod-Avg(tt) S5us  563ms 352ms
= skywalking-0ap-85519cfff4-sd4cq, poc-bps 429K0/s  168Mb/s 218 Mb/s metaflow-server-0, pod-Avg(etrans_ratio) 0% 0128% 0 = travelsv37755c965C5K7rip, pod-Avg(cp.establish_fail ratio) 0%  689% == productpagev1-6b746174dc-pzmr6, pod-Avg(t) 361ps 555ms 355ms
Pod List
Pod name Throughput(bps) Throughput(pps TCP new conn TCP retrans rate TCP conn lishment fail rate + TCP conn. establishment latency TCP/UDP data late
discounts-v1-5d9dd84scc-jgvrl 3 -, 18.5p/s 118c/s 56.6 s 647 ps
« N
loki-0 ' 3ifs A ¥ % §31 p/s \ /S a e ’ R 40.6 ps 1.97 ms
travels-v3-7755c965¢5-k7rlp 30.3 kb/s 871p/s 0.646 c/s 44.5ps 522ms
travels-v2-7cceddd4df-5bkst 47.8kb/s 14.1p/s 110c/s 51.8ps 514ms
prometheus-server-6bbf87b66f-fohjd 574 kb/s a1.4p/s 0283 c/s 0.000696% 447 s 327 ms
travels-v1-c49b8dc75 tdhtr 47.3kb/s 13.9p/s 116¢/s 425ps
Viaggi-856756965f-xdopk 15.5kb/s 6.75p/s 0.602 c/s 41.8ps
voyages-779fb6dddd-x5vw2 15.5kb/s 6.72p/s 0.598 c/s 0.0155% 41.0ps 3.61ms
travels-7c775f57cfk6pjs 15.4 kb/s 6.75p/s 0.598 c/s 0.0134% 448ps 3.94ms
flights-v1-657dco8844-kwawd 23.5Kkb/s 13.1p/s 1.78¢/s - 155 ps 3.60 ms
insurances-v1-79c476bfb9-lc87 52.4 kb/s ﬁ s 51.2ps 2.88 ms
carsv1-76dfbcfdba-gixs2 23.0 kb/s 2.7 ~ 9 - 145 s 336 ms
hotels-v1-5b4896ffd8-kghbz 93.3 kb/s 433p/s 6.93c/s - 52.7 ps 3.00 ms
metaflow-grafana-5f49c5dd76-9gvo8 641 kb/s 54.3p/s 0.420c/s 0.452% 0.446%
productpage-v1-6b746{74dc-pzmré 14.7 kb/s 9.78p/s 0993 c/s - 0.0934% 6.08ms 6.11ms
&
details-v1-79f774bdbo-pziwv 7.73 kb/s 5.91p/s 0553 c/s 0% 0.0501% 493 ps 224ms
0 ratings-v1-b6094bbg-vsz45 5.99 kb/s 5.64p/s 0.542c/s - 0.0537% RIS 21.1ms
reviews-v3-84779c7bbc-js9sg 7.18kb/s 5.57p/s 0.535¢/s - 0.0513% 439ps
metaflow-server-1 162 kb/s 37.9p/s 0.472c/s 0.0121% 0.00545% 2.89ms
frontend-5AR855chaR-7krma 316 kh/s 128 n/s N 441 /= nN1aa% n% - 50NQ me
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88 MetaFlow Templates v1 / Network - K8s Pod Map v <8 = A § e B © Last30 minutes ~ & =)
AllY  nomespace metaflow v workioad  metaflow-server v a ‘ n
‘ felp doc
v Show Client
Pod Map Throughput (bps)
2 p
> ; i % S > I E s N\ = —
17:45 17:50 17:55 18:00 18:05 18:10
O 0 e e e e e E = metaflow-grafana-5f49c5dd76-xhjsf, metaflow-server-0, s, pod, pod, 0000, 10, pod, metaflow-grafana-5f49cSdd76-xhjsf, pod, metaflow-server-0-PerSecond(Math(Avg(byte)*8))
10.33440.162°\10.48.40.16T uﬁ'umsz 17220105038 ai 1032110232 10/50.71.5 103210183 0510163 TCP retrans rate (%)
2%
17:45 17:50 17:55 18:00 18:05 18:10
= metaflow-grafana-5f49c5dd76-xhjsf, metaflow-server-0, s, pod, pod, 0000, 10, pod, metaflow-grafana-5f49c5dd76-xhjsf, pod. metaflow-server-0-Avg(retrans_ratio)
2N 3 )’ N % — TC st t
AN = \ K8s Labe
o & —
d N O\l y R= y
serv
feature-610-08-
02-zhuofeng 0% D e . e -~
17:45 17:50 17:55 18:00 18:05 18:10
\ Min  Mean
feature-610-08- = 103340.161, metaflow-server-1, s, pod_node, pod, 0.0.00, 14, pod_node, 1033.40.161, pod, metaflow-server-1-Avgtcp_establish fail ratio) 0% 0%
01-zhuofeng
e e e TCP conn. establishment delay (ms)
metaflow-app- metaflow- metafion-
, s grafana- A
h66j4 5149c5dd76- fo0 s N\ A
4Thz (deleted) « —— N S S S RN
17:45 17:50 17:55 18:00 1805 18:10
Min Mean  Max
&\ﬁ?vﬁm’mae. pod, 0.0.00, 14, pod_node, 10.3340.162, pod, metaflow-server-1-Avg(rtt) 126ps  194ps  T51ps
Client Server Protocol Server port srate TCP conn. establishn  TCP conn. ishn CP/UDP data delay client_resource_type client_re: e_id client_resource ce_type server_reso
- metaflow-server-1 s TCP 20416 989 b/s 0.270 p/s - 420ms ip 10.50.71.5(0) 10.50.71.5 pod
10.33.40.162 metaflow-server-1 s TCcpP 20417 23.7 kb/s 44.7p/s - 341 ps pod_node 1 10.33.40.162 pod
10.33.40.161 metaflow-server-0 s TCcpP 20035 78.0 kb/s 276 p/s 0.0387% 0% pod_node 2 10.33.40.161 pod
metaflow-grafana-5f49c5dd76-xhjsf metaflow-server-1 s TCcpP 20416 604 kb/s 199 p/s 0.0215% - 153 ps 304 ms pod 500 metaflow-grafana-5... pod
metaflow-app-84985bd756-h66j4 metaflow-server-0 s TCcp 20416 5.12 kb/s 202 p/s 0% 83.1ms pod 496 metaflow-app-8498.. pod

> Show Server
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BEXERLE] Pod?
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(ERMEREIERBR T AR — WEHERS

o

Wweb-shop-
5cb6479d7%-

dbld2
svc-order-

O . Client
svc-user- Node

7bbfb85576- metaflow-demo-0
8fmm4

svc-order-
616789c78Db- FROM: web-shop-5¢:6479d7b-dbld2

bk2sk TO: svc-iteq#7885d866-q6chs
tap_side: nacos-0

c
Delay: 737.088770053476
svec-item- ErrorRate: 0 svc-stock-
b7885d866-q6¢chs Request: 11.615384615384615 54d7c979-ct12k
tap_side: s-nd
Delay: 629.6042780748663
ErrorRate: 0
Request: 11.615384615384615
tap_side:

s
Delay: 597.0994652406417
ErrorRate: 0
6 Request: 11.615384615384615

tap_side: c-nd

svc-stock- Delay: 698.7048128342246

54d7c¢979-ctl2k . svc-user-
db-demo-0 ErrorRate: 0 Ll
Request: 11.615384615384615 7bbfb85576- H&%yl—ﬁi H‘ i
8fmm4 b7885d866-q6chs

INES A
JTF+==
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uprobe HTTP2 / HTTPS

R PR eBPF

kprobe —)

. Kernel Syscall API
envoy tracepoints cihe Seed

Socket

iptables. ipvs BPF

+ AF_PACKET )
/winpcap Driver

L2GW, OvS

BN ZREAMNESZES




I ARFEIERBI A [

W eBPF HeBPF

s Ik A 2% Golang ] G
A B 4a 7 C/C++
Java
Python
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BeiALE, R DeepFlow EH

EfRE&EK 1, BA “&R, 758! ”
E#&E& 2, B8 “W, =& 7

HBEA 6, BH 9B, —RE | 1" EAEEE
HFF GitHub Star ©

github.com/deepflowys/deepflow
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1 AutoMetrics:
2 Integration:
3 AutoTracing:

4 Integration:

Bt E Mt RefstR. ERTAAIXER
BZ{LEY Prometheus. Telegraf £A

B &R 5 2 U B ER

BB OpenTelemetry. SkyWalking £ERK
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K8s-Cluster K8s-Cluster Host
prometheus-server (deployment) telegraf (daemonset) telegraf
metlrics metrics metrics
‘ deepflow-agent (daemonset) deepflow-agent
deepflow-agent (daemonset) /

metrics metrics metrics/

v N\

deepflow-server (statefulset) deepflow-server (statefulset)

paly

Bl

DeepFlsw’ FESER AR 2L 2 BB ZRETTIMESZS
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# prometheus-server config
remote_write:
- url: http://${DEEPFLOW_AGENT_SVC}/api/v1l/prometheus

# telegraf config

[[outputs.http]]
url = "http://${DEEPFLOW_AGENT_SVC}/api/vl/telegraf"
data_format = "influx"

# deepflow config
vtap_group_id: <your-agent-group-id>
external_agent_http _proxy enabled: 1  # ZRiIAJCH], ZFumo T

https://deepflow.yunshan.net/docs/zh/agent-integration/metrics/prometheus/

DeepFlsw’ BB zEERAINESZS
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deepflow-agent

Legacy Host

flow-server

prometheus/telegraf

K8s Cluster

deepflow-agent

Cloud Host

deepflow-agent
prometheus/telegraf

Self-hosted/Managed
K8s Cluster

DeepFlxw’

promethes/telegraf
Self-hosted/Managed
K8s Cluster

BN ZREAMNESZES
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(BRI AEE — T,

General Metrics . General Metrics
ext_metrics prometheus_workq... ATABA ext_metrics prometheus_workgq...

pod ‘{Jlﬁ—_l’:?}/?\ EE i/ﬁ HTJ‘ — l“ﬁ%i:é% HTJ‘

pod_cluster (K8sE RS EEY) label.version

. R =S O — /5
SN /5 PR
pod_ns (K8sip3==ia]) /:E X */]_\‘ § A label.release }:E X /j_\‘ DL

pod_node (K8sEF&ET1) V label.k8s-app

pod_service (K8sE2RSS B i label.chart

. General Metrics
General Metrics

pod_group (K8s T {Ffa%R) label.heritage

ext_metrics prome!
pod (K8sZE22POD) . label.istio

ext_metrics prometheus_workq...

|
resource_gl0_type (3582-2 label.app )
. | region ((Xiz) : / tag.instance
resource_gl0 (ZFR-E=2PC ELR (S
az (AT FKX) tag.name

host (5=:11) WHERE tag.job {@ /}\ E :J:E *ﬂ?

chost (=R5538) AVID tag.kubernetes_io_os A — //‘&

vpc (VPC tag.kubernetes_io_arch EF‘ /_II_‘]\*/]:\‘ B .
o B R A2 )

subnet (F&) ‘{j—'\:}? EFI N EEH 1 tag.beta_kubernetes_io_os
1yl / R A TE B

router (FRE38) N — s tag.kubernetes_io_hostname
TE X FRE

dhcpgw (DHCPRI%) tag.beta_kubernetes_io_arch




TRRTA

ClickHouse BEHIRS|BRSEHIDH

kubernetes
EhlEkZ s Agent
HeBPF

- =HRE
« K8s &iE

e K8s Label
Ox PERETE
EFENAB SRS e

e

—_— Ny

- =HIR
« K8s &iE
i B3 B E X IRE

e K8s Label

E4& (SmartEncoding)
SHRE3

ToHRES

EFERER
Int
LowCard(string)

string

W
B — HEMEEERENEENN

Grafana
...100+
.. .40+
ClickHouse

CPURBE HREFRE HERS

1 1 1

10 1 15

5 15 7.5

https://deepflow.yunshan.net/docs/zh/auto-tagging/smart-encoding/

DeepFlxw’

BN ZREAMNESZES




NN 2, 4
SRR ARE — BiEEAGE

STYUEFITT R TFRFEE
SN SN
H 3 %4E H 3l %4E F LiH

N H
fabr
DeepFlow DeepFlow Exporter
Promethes StatsD
Telegraf

DeepFlsw’ BB zEERAINESZS
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promtheus
remote
write

prometheus eBPF metrics ,ﬁgﬂﬂ HE%/E)%L

remote export to N
read prometheus agent HFR S

telegraf

TERNSEEERY EA I 2 X4 AutoTagging
RomoteStorage Exporter R B Bk

DeepFluw BHEN ZRETMNESZS
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SRS AXKBIER)

BeiALE, R DeepFlow EH

EfRE&EK 1, BA “&R, 758! ”
E#&E& 2, B8 “W, =& 7

HBEA 6, BH 9B, —RE | 1" EAEEE
HFF GitHub Star ©

github.com/deepflowys/deepflow

DeepFlzw EHEN ZEATNMS=S
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1 AutoMetrics:

2 Integration:

3 AutoTracing:

4 Integration:

BRI 2RI REFRHR . 2ERITFIX AR

BE&ILE Prometheus., Telegraf £k
B 3h4t 894> =018 A 8B ER

B{LAY OpenTelemetry. SkyWalking £ERK

BN ZREAMNESZES
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5/ &%ﬁ%? Istio Bookinfo Demo

Envoy

Requests

Ingress Envoy

DeepFliw’ SEIB B T BRI T AR 2 FABH ERETIMMES T4
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/Jaeger

LRl 79115 S
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# deepflow is already there :)
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{3 83 DeepFlow Te

(e} cluster  All v

)eepFlow AutoTracing, FHE. £8B3

oo Help doc
[=[=]
English doc | PR
Request List -
a & Flame Graph Sevice List
65ms Tms 1Oms  10Sms  Tlms  1Sms  12ms  121266ms 13ms
service_uname duration duration_ratio
productpage 6200 49.85
reviews 2550 20.50
productpage-vl 818 6.58
ratings-vl 664 5.34
loadgenerator 568 4.57
details 540 4.34
details-vl 525 4.22
reviews-v2 440 3.54
133 1.07

ratings
_ids: 7123410041617530374
related_type: basesyscalinetworknetwork uest Log
start_time_us: 1658548145802923
end_time_us: 1658548145816089
duration: 13166

b Data

selftime: 86

request_type: GET
request_resource: /productpage
response_status: 0
flow_id: 232758210732186705
request id:
x_request_id:

3883228239

2504673895

0

: 232758210732237464

syscall_cap_seq 0: 0

syscall_cap_seq_1: 1
id: 0

process_id:
p_id: 9

service_uid: 107-

: loadgenerator

5286

: loadgenerator-55dfc88d94-crwad
1UL3jSx3ft POD_NET
io: 1721781131

e @® QO ®

| Jecep W
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L

/l@?‘i DeepFlowEI'JE zshﬁﬁﬁ«'ﬁ? iE

!
|
{ “““
|
el — S
\ : 38 I Span
e 24 /4~ eBPF Span R4 H) .
== . 14 /> BPF Span (WZ&B%4%) 2
—_—
~~~~~~~ 1. D - H IS HTTP SLVEA TracelD 5 SpaniD  eBPF
—— 2. HE - 4. 38 /7 Span, 43N 24 eBPF Span + 14 BPF Span

De L BEHER =EEATIGNMS=S



B DeepFlowE’JEﬂJ'ﬂSﬁ?ﬁf

Envoy (C++)

“==""" Productpage (Python)
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K8s-Cluster
AppPod

‘ otel-sdk / otel-javaagent ‘

traces

‘ otel-collector (agent mode, daemonset) ‘

traces

‘ deepflow-agent (daemonset) ‘

‘ deepflow-server (statefulset) ‘

Host
AppProcess

otel-sdk / otel-javaagent ‘

traces

‘ otel-collector (agent mode) ‘

traces

deepflow-agent

T traces/

OpenTelemetry

DeepfFlsw

K8s-Cluster
AppPod

‘ sw-sdk / sw-javaagent ‘

sw-traces

‘ otel-collector (agent mode, daemonset) ‘

otel-traces

‘ deepflow-agent (daemonset) ‘

otel-traces otel-traces/

‘ deepflow-server (statefulset) ‘

Host
AppProcess

sw-sdk / sw-javaagent ‘

sw-traces

‘ otel-collector (agent mode) ‘

otel-traces

deepflow-agent

OpenTelemetry + SkyWalking
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/ 4 5H! Hello OpenTelemetry!

# otel-agent config
otlphttp:
traces_endpoint: "http://${HOST _IP}:38086/api/vl/otel/trace"
tls:
insecure: true
retry_on_failure:
enabled: true

# deepflow config
vtap_group_id: <your-agent-group-id>
external_agent_http _proxy_enabled: 1  # ZRiACH], ZFumO

https://deepflow.yunshan.net/docs/zh/agent-integration/tracing/opentelemetry/
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L B DeepFlow Templates /Distributed Tracing % < 1 ﬁ ld-l ﬁ W B @ OLlstimnte v @ o - ©
> —
Q custer Allv nomespoce  deepflow-otebspring-demo v worki ene m ow,m * IESWM ’ '

oo lelp doc
[=[=]
English doc | PR
Request List -
a & Flame Graph Sevice List
Ous Tms 2ms 3ms 4ms Sms 6ms Tms 8ms oms 10ms Tms 12ms 13ms T4ms 15ms 16ms 17ms 18ms 19ms 20ms 21ms 22ms 2323 41ms
L i T T f i f f i f i f 1 i f i i ! i i f i i i service_uname duration duration_ratio
172.17.114.216 30339 67.39
svc-user 5031 1.17
svc-order 4118 9.15
shop-web 3969 8.82
svc-item 1038 2.31
svec-stock 414 0.92
db-demo 57 0.13
loadgenerator 55 0.12
Request Log
7123452600041598217
related_type: networknetwork
start_time_us: 1658558056757936
end_time_us: 1658558056781305
duration: 23369
selftime: 0
tap_side: ¢
17_protocok: 20
— - request_type: GET
SEaty request_resource: /shop/full-test
0
: 6634231915350067140

2317163533
39406032

28

resp_tcp_seq:
syscall_trace._id_request:
syscall_trace_id_response:
syscall_cap_seq 0:
syscall_cap_seq 1:

id

woooo

service_uname:
senvice_name:
service instance_id:
tap_port: 42:b8:59d
tap_port_name: eth0.
resource_from viap:

e @® QO ®

| Jecep W
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/%% DeepFlow HJTC

R IVEER

1. EEES : BEEEI T 96 /) Span : 46 > OTel Span. 20 /> eBPF Span. 30 /> BPF Span ;
2. BFk : ZFEHBEER] K8s Node EF ™ Pod 2 [H] FA M 2% S
3. &tk : SCFHBERES K8s Node i Pod Z [AIRYM LS #KEE, BIEATEE
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1-05PF: loadgencratar locust send

PEEE - IBEER] T 96 4 Span : 46 /) OTel Span. 20 /> eBPF Span. 30 “{> BPF Span 4
A% . ZEFBEEE K8s Node F P Pod 2 [H] FY I 2% 5 2%

e ZFERBERES K8s Node W Pod 2 [A] WM LE 16 £E, RIME A fzE

DEEFS X OTel LIS HIARS: (loadgenerator, C) , @it eBPF H3BEEEN T

W e
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A% . ZEFBEEE K8s Node F P Pod 2 [H] FY I 2% 5 2%
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PEEE - IBEER] T 96 4 Span : 46 /) OTel Span. 20 /> eBPF Span. 30 “{> BPF Span 6
P ZFFBEER K8s Node ™ Pod =2 [H] WY IR 4% 1S 5

% SCRHBERES K8s Node [P/ Pod Z [AIHYIMI 4% 6 EE, BN A FE

DEEFS X OTel LIS HIARS: (loadgenerator, C) , @it eBPF H3BEEEN T

AEERS X OTel LIEHILAIARSS (MySQL, autocommit) , @i eBPF B 31BN T
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1. EEES : BEEEI T 96 ) Span : 46 > OTel Span. 20 /> eBPF Span. 30 /> BPF Span

2. Fk : ZFHBEER] K8s Node EF ™ Pod 2 [H] FA M 2% S

3. £Fk : ZEREEEEE K8s Node E ™ Pod 2 [H] E’JH?%E’Z?%, EU@@[‘LL

4. PEE - X OTel LHAILAYARSS (loadgenerator, C) , Eid eBPF HBBEEHNST

5. 2HEE : X OTel LiEfGHILAIARSS (MySQL, autocommit) , it eBPF H BBEEFN T
6.

5 /5. eBPF F1 BPF Span ZE4fi{E OTel Span & [f], ibBEE T E 5, WIHAIEMERK vee
https://deepflow.yunshan.net/docs/zh/agent-integration/tracing/opentelemetry/
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IR EE
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HILEE
IR EE
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HIREE
IR EE
A E
HIRE
HIREE
HIRE

e 2 021 230

keyName
pod_cluster_1
pod_ns_6
pod_ns_1
pod_node_6
pod_node_1
pod_service @
pod_service_1
pod_group_@
pod_group_1
pod_o o
resource_gl@_type_ 0 JS
resource_glo_type 1 p=t—y
resource_glo 0
resource_glo_1
resource_gl1_type @
resource_gl1 type 1
resource_gl1 0
resource_gl1 1
resource_gl2 type @
resource_gl2_type_1
resource_gl2 @

resource_gl2 1

pE

E X

column1_val
k8s-d-rUL3jsx3ft
deepflow-otel-spring-
deepflow-otel-spring-
metaflow-demo-1

metaflow-demo-@

web-shop
loadgenerator

web-shop

s adgenerator-568b5f6
$ 'Lﬁ H\ b-shop-5cb6479d7b-d

— fobr
NSE

1e
loadgenerator-568b5f6
web-shop-5cb6479d7b-d
1e1

101

loadgenerator
web-shop

101

102

loadgenerator

web-shop

/AutoTagging HABERTEK

eyName columni_va

label.
label.
label.
label.

label

label.
label.

label

label.
label.
label.

label

label.
label.

label

label.
label.
label.

label

label.

label
label

1ahel

.app_0

version 1 latest
release 0
release_1

k8s-app_0

-k8s-app_1

chart_@

chart_1

-heritage @

heritage 1
istio @

istio 1

| k5 3
IZEXW%

loadgenerator

web-shop

.role 1

name_o
name_1

istio.io/rev_0

.istio.io/rev_1

JELI N

helm.sh/chart_@
helm.sh/chart_1

- component_@

. component_1

controller-revision-hash @

egory
R fzAttribute
F iz Attribute
JrAttribute
[F {5 Attribute
R if Attribute
i Attribute
Attribute

¥ Attribute
i Attribute

R ifAttribute
i Attribute
i Attribute
JaAttribute
i Attribute

R g Attribute
FAttribute

i Attribute
JGAttribute
faAttribute

i Attribute

R ifAttribute

7 i Attribute

keyName
container.id
host.arch
host.name

http. flavor
http.host
http.method
http.route
http.scheme
http.status_code

http.target N= > \ r b -
http.user_agent /0 //| :l: *H *’T
k8s.pod.ip RS - SAeh
~ A
e, FUEANRRE
net.transport 3 A3
e TR &

os.type

net.peer.ip

process. command_line
process.executable.path
process.pid
process.runtime.description

process.runtime.name

process.runtime.version

BN =RERATN

column1_value

197bdb26fcadaacs43387
amd64
web-shop-5cb6479d7b-d
1.1
web-shop: 8090
GET
/shop/full-test
http
200
/shop/full-test
python-requests/2.27.
172.17.114.216
172.17.96.103
47146

o
Linux J4.po5-1.el7.e
linux
Jusr/1ib/jvm/java-1.8
/usr/1ib/jvm/java-1.8
7
IcedTea OpenJDK 64-Bi
OpenJDK Runtime Envir
1.8.0_212-boa

MR



/ =45, Hello SkyWalking!

# otel-agent config # otel-agent service yaml
receivers: spec:
# add the following config ports:
skywalking: - name: sw-http
protocols: port: 12800
grpc: protocol: TCP
endpoint: 0.0.0.0:11800 targetPort: 12800
http: - name: sw-grpc
endpoint: 0.0.0.0:12800 port: 11800
service: protocol: TCP
pipelines: targetPort: 11800
traces:

# add receiver " skywalking"
receivers: [skywalking]

# deepflow config
vtap_group_id: <your-agent-group-id>
external _agent_http_proxy enabled: 1 # required

https://deepflow.yunshan.net/docs/zh/agent-integration/tracing/skywalking/
DeepFl:sw’ BHER ZEETNUESZS
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deepflow-server

otel-agent otel-agent
Legacy Host K8s Cluster Cloud Host

|

deepflow-agent deepflow-agent
otel-agent otel-agent
R

Self-hosted/Managed Self-hosted/Managed
K8s Cluster K8s Cluster
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