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container.id

host.arch
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http.flavor

http.host

http.method

http.route

http.scheme

http.status_code

http.target

http.user_agent

k8s.pod.

ip

net.peer.ip
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net.transport

os.description

os.type

process.

process

process

process.
process.

process.

command_line

-executable.path

-pid

runtime.description
runtime .name

runtime.version

umni_value

197bdb26fcadaac8a3387
amd64
web-shop-5cb6479d7b-d
1.1

web-shop: 8090

GET

[fshop/full-test

http

208

fshop/full-test
python-requests/2.27.
172.17.114.216
172.17.96.183

47146

ip tcp

Linux 5.4.205-1.el7.e
linux
fusr/lib/jvm/java-1.8
fusr/1ib/jvm/java-1.8
7

TcedTea Open]DK 64-Bi
OpenlDK Runtime Envir
1.8.8 212-bhes

“attribute_names™ Array(String) COMMENT '[H:5E J@"

)

“attribute_values®™ Array(String) COMMENT ' [ 5E SCJ@ Mt M fifiE !

General Metrics

flow_log 17_flow_log

attr

attributes
attribute.account
attribute.app.cart.items.count

attribute.app.cart.shipping.cost
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keyName
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redis_1
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pod service 1
pod_group @
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pod_1

category keyName
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88 DeepFlow Templates / Application- K8s Pod Map ¢ <3

deepflow ~ oad  Any v

v Show Client

Pod Map Request

17.81.0 - metafiow-demo-0

deepflow-grafana-6cbf7fc749-fmlqr deepflow-server-0 20-PerSecond(Avg(request) 400mb/s  617mb/s 750 mb/s

Server error

e —
21:20 21:25

deepflow-grafana-6cbf7fc749-fmiqr deepflow-server-0 20-Avg(server_error_ratio)

Latency

Pod Path
Client F Request
deepflow-grafana-6¢bf7fc749-fmlqr  deepflow-mysql-798b44dbba4-5hflp 6.32 req/s
metaflow-demo-1 deepflow-server-0 0.0500 req/s
100.127.7.195 deepflow-server-0 0.0167 req/s
deepflow-server-0 deepflow-mysql-798b44dbb4-5hflp 12.0 req/s

deepflow-clickhouse-0 deepflow-mysql-798b44dbb4-5hflp 6.57 rea/s

https://ce-demo.deepflow.yunshan.net/d/Application_K8s_Pod/application-k8s-pod B =B "L
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88 DeepFlow Templates / Application - RequestLog % ¢ [ Accesslog DeepFIow

cluster  Any v namespace = deepflow v workioad  deepflow-server » vm  Disabled v protocol | HTTP + HTTP2 + HTTP1_TLS v aquest_typ: Q source stat Ez}ﬂﬁ)ﬂ E A:v‘l_:n

Help doc «
remote_addr client

remote_user

Summary count Error count Latency histogram

time_local start time

request request type
request
resource
protocol
version

0915 200ms 300ms 400ms 500ms 600ms 700ms 800ms
== Sum(log_count)

Request log

art time Client
2022-08-16 09:27:31.5.. 10.33.40.162 deepflow-server-0 /trident.Synchronizer/Query
2022-08-16 09:27:31.5..  10.33.40.162 deepflow-server-0 /trident.Synchronizer/Query statu response code
2022-08-16 09:27:20.9.. 10.33.40.162 deepflow-server-0 Jtrident.Synchronizer/GenesisSync
20220816 09:27:209_. 10.33.40.162 deepflow-server-0 Jirident Synchronizer/GenesisSync s 376 s body_bytes_sent request len
2022-08-16 09:27:24.5.. 10.33.40.161 deepflow-server-0 Jrident.
2022-08-16 09:27:24.5.. 10.33.40.161 deepflow-server-0 = Jrident i > http_referer H 8 LB

2022-08-16 09:23:32.8.. deepflow-grafana-5f66.. deepflow-server-1 deepflow-server:20416  /v1/query/ v
2022-08-16 09:26:59.2.. 10.33.40.162 deepflow-server-1 10.33.40.161:30417 V1/health/ = 219 ps http—user—a gent EI ;ﬁ )(:J:‘Ei
2022-08-1609:26:59.2..  10.33.40.162 deepflow-server-1 10.33.40.161:30417 /V1/health/

http_x_forwarde H 5 B
d_for

2022-08-16 09:26:59.2..  10.33.40.162 deepflow-server-1 10.33.40.161:30417 M1/health/

2022-08-16 09:26:59.2..  10.33.40.162 deepflow-server-1 10.33.40.161:30417 M/health/

https://ce-demo.deepflow.yunshan.net/d/Application_Request_Log
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cluster  Any v nai deepflow v worklead  deepflow-server ~ vm | Disabled v MySQL ~ requesi_type  COM_QUERY request_resource | SELECT* status

88 DeepFlow Templates / Applicatig

Help doc

Summary count Error count Latency histogram

600
400

_olENBAEDN

09:25 09:30 09:35 m
== Sum(log_count) = [ERETEE

Request log
Start time Client Server Prc F Ri tr
2022-08-16 09:23:40.247537 deepflow-server-1 deepflow-mysql COM_QUERY SELECT * FROM "vI2" WHERE "vi2* "deleted_at™ IS NULL
2022-08-16 09:25:40.188381 deepflow-server-1 deepflow-mysql COM_QUERY SELECT * FROM “epc” WHERE “epc’. deleted_at™ IS NULL
2022-08-16 09:30:40.190720 deepflow-server-1 deepflow-mysql COM_QUERY SELECT * FROM "az_analyzer_connection”
2022-08-16 09:30:40.190728 deepflow-server-1 deepflow-mysg| COM_QUERY SELECT * FROM "az_analyzer_connection
2022-08-16 09:29:40.189701 deepflow-server-1 deepflow-mysql COM_QUERY SELECT * FROM "vnet” WHERE "vnet’ "deleted_at™ IS NULL
2022-08-16 09:29:40.189709 deepflow-server-1 deepflow-mysql COM_QUERY SELECT * FROM “vnet” WHERE "vnet . deleted_at” IS NULL
2022-08-16 09:24:40.220784 deepflow-server-1 deepflow-mysg| COM_QUERY SELECT * FROM "Ib_target_server’
2022-08-16 09:32:40.258601 deepflow-server-1 deepflow-mysg| COM_QUERY SELECT * FROM “floatingip™
2022-08-16 09:31:40.190831 deepflow-server-1 deepflow-mysql COM_QUERY SELECT * FROM "vi2_net
2022-08-16 09:32:40.258613 deepflow-server-1 deepflow-mysql COM_QUERY SELECT * FROM floatingip™
2022-08-16 09:23:40.247830 deepflow-server-1 deepflow-mysql COM_QUERY SELECT * FROM “tap_type”

2022-08-16 09:22:40.193290 deepflow-server-1 deepflow-mysg| COM_QUERY SELECT * FROM "analyzer’

https://ce-demo.deepflow.yunshan.net/d/Application_Request_Log REHTEN mRETINETZES




Disabled ~

Help doc

Summary count Error count Latency histogram

400,000

500
200,000
250 ]
0 o=
09:40 09:45 09:40 09:45 Ops
== Sum(log_count) - EFRSE-Sum(HEEE) EBESRFE-sum(BEZE) = WRATE

—

Start time

2022-08-16 09:42:22 946.

2022-08-16 09:42:22.944.

2022-08-16 09:42:22.942.

2022-08-16 09:42:22.938...

2022-08-16 09:42:22.937...

2022-08-16 09:42:22.932.

2022-08-16 09:42:17.978..

2022-08-16 09:42:17.974,

2022-08-16 09:42:17.877..

2022-08-16 09:42:06.974.

2022-08-16 09:42:06.972.

2022-08-16 09:42:06.964...

svc-order-6f6789c78b-nz...
sve-order-6f6789c78b-nz..
svc-order-6f6789c78b-nz...
svc-order-6f6789c78b-nz...

svc-order-6f6789c78b-nz...

svc-order-6f6789c78b-nz

svc-order-6f6789c78b-nz

svc-order-6f6789c78b-nz

svc-order-6f6789c78b-nz...

svc-order-6f6789c78b-nz..

sve-order-6f6789c78b-nz..

svc-order-6f6789c78b-nz...

apache_dubbo
apache_dubbo
apache_dubbo
apache_dubbo
apache_dubbo
apache_dubbo
apache_dubbo
apache_dubbo
apache_dubbo
apache_dubbo
apache_dubbo

apache_dubbo

Request log

BE

lock
getStock
lock
geiStock
getltem
getliem
lock
getStock
getitem
lock
getStock

lock

https://ce-demo.deepflow.yunshan.net/d/Application_Request_Log

Reques
my.demo_service.StockService
my.demo.service.StockService
my.demo.service.StockService
my.demo.service.StockService
my.demeo.service.ltemService
my.demo.service.ltemService
my.demo.service.StockService
my.demo.service.StockService
my.demo.service.ltemService
my.demo_service.StockService
my.demo.service.StockService

my.demo.service.StockService
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Request List -

Flame Graph (_id=7130804725475389974 )
Tms 9ms 10m103Tms  11ms

https://ce-demo.deepflow.yunshan.net/d/Distributed_Tracing/distributed-tracing

service_uname
web-shop
SVC-user
svc-order
svc-item
svc-stock
loadgenerator

db-demo
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Service List

Request Log

No Data

duration duration ratio

5138
4881

948
391
]
24

33.59
31.91
25.19
6.28
2.56
8.39
8.16
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88 DeepFlow Templates / Network - K8s Pod Map s <5
Refresh dashibosrd

deepflow Any ~
Help doc

~ Show Client
Throughput (bps)

Pod Map
1omb/s

ob/s
10:45

fo32.40.162
d04bjs  1ASkbs  TSGkbjs

= 10:32.40.161 deapfiow-cl
B -

00 103800 10:39:00 10:40:00 104100 10:4200 104300 104400 10:4500

103100 103200 103300 103400 10:3500 1033600 10:

3
— 10.33.40161 deepfiow-cickhouse-1 s-Avg{retrans_ratio) 0%
TCP conn. establishment fail (%)

10:4400 10:45:00

103100 103200 10:3300 10:3400 103500 103500 103700 10:3800 103900 104000 10:41:00 10:4200 10:43:00

= 10:32.40.161 decpfiow-clickhouse-1 s-Avgtcp. estabish_fail_ratio)

ops - - -
103100 10:32:00 103300 103400 103500 10:3600 103700 103800 103900 104000 104100 104200 104300 10:4400 10:4500
VB dlps L2224

= 103340161 despliow-server-1 s-nd-Avg{ri)

Pod Path

5.94 kb/s 0.938 p/s

103340161 deepflow-grafana-5r66Tbcbs.
9.05 Mb/s 961 pfs

deepriow-server-0 deepfiow-clickhouse-0
9.06 Mb/s 100 p/s

deepfiow-server-0 deepfiow clickhouse 0
376 kb/s 349 pfs

1033.40.163 deepflow-server-0
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Flow log -

deepflow-gra...

deepflow-ser...
deepflow-ser...
eepflow-ser...
deepflow-ser...
deepflow-ser... 6642470152250254891
deepflow-ser...
pflow-ser...
pflow-ser...
pflow-

deepflow-ser...

https://ce-demo.deepflow.yunshan.net/d/Network_Flow_Log/network-flow-log REHTEN mRETINETZES
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status (0 RIRSRERHGE, IFR: PSS, B
Bt L. EFRREE: EPRSYNSR. EraEH.
Erwr. Ehaml SR, SPeElES. BSE
55 BEESaEs. =EEr. BSEwEE. BERSYN
g5 BERaESEs RERSiY. BEREhE

Start time Client

2022-08-16 1... deepflow-gra... 6642470547387378923
2022-08-16 1... deepflow-ser... 6642470633286596974
2022-08-16 1... deepflow-ser... 6642471354841109962
2022-08-16 1... deepflow-ser... 6642470392768425916
2022-08-16 1... deepflow-ser... 6642471114322938983
2022-08-16 1... deepflow-ser... 6642471114322938970
2022-08-16 1... deepflow-ser... 6642471114322938953
2022-08-16 1... deepflow-ser... 6642470152250254891
2022-08-16 1... deepflow-ser... 6642470152250254878
2022-08-16 1... deepflow-ser... 6642471354841109974
2022-08-16 1... deepflow-ser... 6642470873804768008
2022-08-16 1... deepflow-ser... 6642470392768425936

2022-08-16 1... deepflow-ser... 6642470873804767985

https://ce-demo.deepflow.yunshan.net/d/Network_Flow_Log/network-flow-log




| e
© &

= BdE Flag Seq - Ack Payload - Option [EpEadE
176 2022-05-09 17:50:... © SYN 0 0 MSS=1460 WS=25...

177 2022-05-09 17:50:... © SYN, ACK 0 1 0 MSS=1400 SACK ... 5580 ms
178 2022-05-09 17:50:... © ACK 1 1 0 - 0.179 ms
179 2022-05-09 17:50:... © PSH, ACK 1 1 517 2-154 ms
180 2022-05-09 17:50:... Q@ ACK 1 518 0 — i665 ms
181 2022-05-09 17:50:... 0 ACK 1 518 1400 = 6_.931 ms
182 2022-05-09 17:50:... © ACK 1401 518 1400 = 0.342 ms
183 2022-05-09 17:50:... © ACK 518 2801 0 -- 0.064 ms
184 2022-05-09 17:50:... @ PSH, ACK 2801 518 1296 -- 0.217 ms
185 2022-05-09 17:50:.. © PSH, ACK 4097 518 310 . 0.484 ms
186 2022-05-09 17:50:... © ACK 518 4407 0 - 0.051 ms
187 2022-05-09 17:50:... © PSH, ACK 518 4407 93 . 0.648 ms
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N 0y 24 '
/Autologging—K5

Al

H 0 3

Application
eBPF
)

uprobe HTTP2 / HTTPS

~
5

eBPF
kprobe T—
tracepoints

iptables. ipvs

BPF
+ AF_PACKET s
/winpcap

L2GW ., OvS
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/Autologging—3KE

o

Al

K8s-Cluster Host K8s-Cluster Host
AppPod AppProcess AppPod AppProcess
‘ otel-sdk / otel-javaagent ‘ otel-sdk / otel-javaagent ‘ sw-sdk / sw-javaagent ‘ ‘ sw-sdk / sw-javaagent
traces traces sw-traces sw-traces
‘ otel-collector (agent mode, daemonset) ‘ ‘ otel-collector (agent mode) ‘ ‘ otel-collector (agent mode, daemonset) ‘ ‘ otel-collector (agent mode) ‘
traces traces otel-traces otel-traces
‘ deepflow-agent (daemonset) ‘ \ deepflow-agent ‘ ‘ deepflow-agent (daemonset) ‘ ’ deepflow-agent ‘
traC§: }CES// Ote"”"’{is otelitraces— |
| deepflow-server (statefulset) ‘ \ deepflow-server (statefulset) |

OpenTelemetry OpenTelemetry + SkyWalking
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#[derive(Default)]

1plementations

impl L7LogParse for Httplog { et AppLogS {I
fn parse( dns: DnsLog,
amut self, http: Httplog,

payload: &[ud],

proto: IpProtocol, mysql: MyS C;lLOg_,
direction: PacketDirection, r..edis: RediSLOg,

) ->» Result<AppProtoHead> {
if proto != IpProtocol::Tcp { dUbe: DUbeLOg,
return Err(Error::InvalidIpProtocol); kafka: Kafka LOg_,

! mgtt: MgttLog,

self.reset_logs();
self.parse_http_vl(payload, direction}
#[enum_dispatch(L7FlowPerfTable)]
pub trait L7FlowPerf {
Ok (BppErototeadic fn parse(&mut self, packet: &MetaPacket, flow_id: u64) -> Result<()>;

proto: self.get 17 protocol(), Lo (RealE 1.

e n data_updated(&self) -> bool;

status: self.status, fn copy_and_reset_data(&mut self, 17 timeout_count: u32) -> FlowPerfStats;

code: self.status_cod fn app_proto_head(&mut self) Option<(AppProtoHead, ul6)>;
rrt: @, 7 &
version: @,

® cnum_dispatch]
. pub enum L7FlowPerfTable [
parse( I

fn info(&self) -> AppProtol
1?_0( = .> - DnsPerfData,
if self.info.version == " &mut self,

return AppProtologsIn payload: &[usl, E Ka-FkaPer'FData,
~y M £
‘}. : proto: IpProtocol, ) rﬂqt‘i:Per-.Data,
if self.is https { 85 RedlsPer'FData,

return/RAppRrTtolngstn direction: PacketDirection, i L EoPERERE
b 2

i ) -» Result<AppProtoHead>; + TPartDaE
S e MysqlPerfData

L A TR R : fn info({&self) - AppProtologsInfo; Hith ok 2
pPerfData,

.or(self.parse_http v2(payload, direction)})3?;

i3]
i 2 pub trait L7LogParse: Send + Sync {
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